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MULTI-FACTOR AUTHENTICATION GUIDE 
In response to the ransomware attacks which many organizations have experienced over the past 

year, Information Technologies is taking a proactive stance to keep risks low for the university 

family. Faculty and staff will now use multi-factor authentication when accessing Microsoft services 

(email, Office, Skype, Teams) from off campus. Multi-factor authentication means that an additional 

step is required when signing into these services. This change should not affect your experience on 

campus when using a properly registered BJU-owned computer. 

Note for Apple device users: For the best compatibility with these new features, we 

recommend using the Microsoft Outlook app rather than the Mail app. If you prefer to use 

the Mail app, delete your BJU email account and add it again to complete authentication. 

 

When you attempt to sign into a Microsoft application 

or service (such as Outlook email) from off campus 

using a computer or mobile device, you will be 

presented with a screen requesting more information. 

1. Click or tap Next.  
 

 

 

 

 

 

2. The next screen that appears will 
suggest downloading and using 
the Microsoft Authenticator app. 
You have two options for the 
authentication method: You may 
use the Authenticator App, or 
you may set up your phone to 
receive a code through a text 
message. Some older smart 
phones may have difficulty 
running the Authenticator app.  

 

Follow the appropriate set of directions 
below for the method you choose. 
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SETTING UP THE AUTHENTICATOR APP 

The process will be slightly different depending on whether you are signing into your account 

on a phone or on a computer. Use the appropriate directions below. 

IF YOU ARE SIGNING IN ON A PHONE:  

1. There is already a link on your screen to “Download 

now.” Tap the link to open the installation page for the 

Authenticator app. 

 

If the page does not open automatically on your phone 

when you tap “Download now,” open the app store on 

your phone and search for “Microsoft Authenticator 

App.” The logo for the app is a blue padlock. 

 

 

 

 

2. Once the app is installed, open it. You may be 

asked to agree to some terms and to allow 

notifications or other security features. Click 

Agree and Allow if applicable. 

 

 

 

 

 

 

Important: If the first screen that appears in 

the authenticator app has the word “Skip” in 

the upper-right corner, click Skip. 
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3. Return to the login screen and tap Next and 

follow the directions to set up your account 

on the Authenticator App. 

 

 

 

 

 

4. If given the option, tap “Pair your account to 

the app by clicking this link.” Your BJU account 

will automatically be added to your 

Authenticator App. 

 

 

5. Back on the login screen, tap the Next button. 

You will get a notification on your phone asking you to approve the sign-in. The login 

screen will let you know when the sign-in has been approved. 

 

6. Tap Next and then tap Done and continue logging in as normal. 

 

IF YOU ARE SIGNING IN ON A COMPUTER: 

1. On your computer screen, click 

the Next button. 

 

2. Open the app store on your 

phone and search for “Microsoft 

Authenticator App.” The logo for 

the app is a blue padlock. 
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3. Once the app is installed, open it. You may 

be asked to agree to some terms and to 

allow notifications or other security 

features. Click Agree and Allow if 

applicable. 

 

 

 

 

 

 

Important: If the first screen that 

appears in the Authenticator App has 

the word “Skip” in the upper-right 

corner, click on the Skip button. 

 

 

 

 

 

4. Tap Add Account, and then select Work or school account. 

 

5. On the box that appears, tap Scan a QR 

code. You may need to allow the app 

access to your phone’s camera. 
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6. On your computer, click Next. Use your phone 

to scan the QR code that appears. Your BJU 

account will automatically be added to your 

Authenticator App. 

 

7. Click Next on the computer screen. You will get 

a notification on your phone asking you to 

approve the sign-in. Your computer screen will 

show a green checkmark once the sign-in is 

approved. 

 

8. Click Next and then click Done on the computer 

screen and continue logging in as normal. 

 

SETTING UP YOUR PHONE TO RECEIVE A TEXT MESSAGE OR PHONE CALL 

When attempting to log in, 

you will receive the “More 

information required” 

message as noted earlier in 

this guide. Click Next. 

1. In the “Keep your account 

secure window,” select I 

want to set up a different 

method at the bottom of 

the screen. 

 

 

2. In the drop-down menu that appears, choose Phone 

and click Confirm. 
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3. Confirm the country 

selection, enter your 

phone number, and make 

sure Text me a code is 

selected. If you do not 

have a phone that 

receives texts, choose Call 

me. 

 

4. Wait to receive a text 

message with a 6-digit 

code. Enter that code in the 

space provided and click 

Next. If you selected “Call 

me,” follow the prompts in 

the automated phone call. 

 

 

5. You will see a confirmation that the sign-in was a success. Click Done and continue 

logging in as usual. 

 

SIGNING IN AFTER SETTING UP THE AUTHENTICATION METHOD  

Anytime you sign into your school account using a new device, you will be required to confirm 

your identity using the method you chose (Authenticator App or phone). If you sign out of your 

account in an app or change your password, you may also be required to confirm your identity 

the next time you attempt to sign in or use the app. 

If you set up the Authenticator App, you will receive a notification on your phone asking you to 

approve the sign-in. You may also be asked to provide a 6-digit code that you can find by 

tapping on your BJU account in the Authenticator App. If you set up your phone to receive a 

code over a text message, you will receive a text message with a 6-digit code and will be asked 

to type that code into the login screen. If you set up Multi-Factor Authentication to receive a 

phone call rather than a text message, follow the prompts in the call message. 
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